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What is RFMS Enterprise Manager?

RFMS Enterprise Manager actually has multiple functions. Audit tracker uses Microsoft SQL tables to
record when changes are made to the system. Enterprise Manager also allows an enhanced security
system for RFMS. This program works in conjunction with the SQL Database and Windows
Authentication to track database activity and control system access at the user and group levels.

Users are required to sign in on each workstation, then the user’s login ID is used to determine their
rights and permissions to various programs and features within RFMS. This is an alternative to the
“password” security system within RFMS Core, in which certain programs or screens are password
protected, and the passwords are hierarchical. Instead of being asked for passwords on restricted
areas, users will just not be able to enter those areas they don’t have assigned to them as roles. This
prevents someone from guessing the password and entering an area they should not.

Rather than setting up “levels” of security, in Enterprise Manager each program or button in RFMS can
be linked to a “Role,” and then that “Role” can be assigned to a specific user or a group (and thus to all
the users in that group.) For example, if only Salespeople, Managers, and one person at the front desk
need access to BidPro, a role called “Open BidPro” can be set up in Enterprise Manager and linked to
the BidPro program. This role would then be assigned to a group called “Salespeople” and a group
called “Managers,” and the many users in those two groups inherit permission to open BidPro. Then,
the role can also be assigned to that one person at the front desk, even though they are not in either
group, so they can open BidPro, without having the other privileges that Salespeople or Managers may
have in other parts of the system. (NOTE: The linking of Roles to features uses the same “Ctrl-Alt-F6”
security setup that the password system uses.)

Because the user enters using a unique login ID, rather than a generic password, that many others may
share, RFMS is able to keep track of which user made certain changes in the data, for example, who
changed the cost on a certain order line. These audit features are customizable, and controlled by the
RFMS Administrator inside of Enterprise Manager.

Enterprise Manager is compatible with RFMS Version 10.1 or higher.
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Enterprise Manager Set Up & Installation

Because this process involves the RFMS SQL Database, it is strongly recommended that this is be
performed by an IT Professional.

IT Professional Checklist
1. Must have Microsoft SQL 2005 or later.

2. Must be on RFMS 10.1 or later.

3. Copy the Enterprise Manager file into the RFMS Folder on the Server.

4. Determine with the Store who will be the RFMS Enterprise System Administrator(s).

5. IN SQL: Once the Administrator(s) is determined, the user(s) need to be granted dbo rights on the
RFMS and Practice RFMS Database.

Note: It is recommended to configure on the Practice Company for testing, and then copy to the
Real RFMS Company

6. IN Enterprise Manager: Make sure the Administrator(s) of the RFMS Enterprise System has RFMS
Admin Rights.

Initial Set up-IT Professionals Steps

Adding Users to the Windows SQL Server

All users must be added to the SQL Database before beginning to use the RFMS Enterprise Manager.

Designating an Administrative User

Administrative Users will have Administrative Rights to the SQL Server Database. This can be
accomplished by 2 different methods:

As of Version 10.5.6, The Enterprise administrator is no longer required to be a system
administrator. A system administrator level is required to initially set a user as the Enterprise
administrator.

1. Add the user(s) that will be responsible for maintaining RFMS Enterprise into the SQL database
as the ‘db owner’ under the SQL Logon Section. This username must be identical to the Login
Username for this user and will be pulled from either the Active Directory or the Computer
Management Group.

2. Add the users that will have DB rights to the Administrator Group within Active Directory or
Computer Management Directory. This will give them Administrator rights to the network.

“F
A

i'&‘ Notes:

e The benefit of option # 2 over option # 1 is that users can be added, changed or removed from
the DB Admin, simply by going into the Administrator Group on the server and making changes
there.

e The benefit of option #1 over option #2 is that users created will just have db owner rights not
network administrator rights on the network.
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For Domain Setup

1. Make sure on the latest release of RFMS

2. Install Enterprise Manager Program

3. Go to Studio Management and Add Authenticated User

a. Once user added, give them DBO and set default DB for that account

4. Above user can go into RFMS Enterprise Manager and assign roles as needed, including

administrator user

For Non Domain Setup

Make sure on the latest release of RFMS
Install Enterprise Manager Program
Go to Studio Management and Add Authenticated User

Once user added, give them DBO and set default DB for that account

L w N E

4. Contact RFMS to run a user authentication script
5. Above user can go into RFMS Enterprise Manager and assign roles as needed, including

administrator user

v 4

éé\l Notes:
e Without administrative rights on the local machine, SQL Admin rights and Domain Admin
rights, setting up the RFMS Enterprise Manager is not possible.

e Only one user at a time can operate this program.

Store Administrator Checklist

1. IN RFMS Core: Print the Password Path (if present) from the Setup Option of the RFMS
Enterprise Module to use as a guide for setting up the users and roles within the Enterprise
Manager.

Note: Be sure that “Clear ALL Non Level One Password Paths” is not selected under any
circumstance before everything is set up properly within the Enterprise Manager System. This
will clear current paths and allow all users access to any portion of the RFMS System.

2. Decide how roles will be set in the RFMS Enterprise System. Roles may be very detailed or
very general.

3. IN Enterprise Manager: Configure users/roles/groups in the RFMS Enterprise Module based on
the current Password Paths, see Manual and consult with the RFMS Trainer.

IN Enterprise Manager: Assign Roles to the RFMS System.
IN Enterprise Manager: Turn on the RFMS Enterprise System.
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Lock RFMS System

This function allows requesting that all users exit the system, and then monitor which modules, if any,
are still open before running RFMS updates.

Lock down the RFMS System before running any updates by clicking the Lock box. All users will
receive the following message following the implementation of the Lock feature.

THE ADMINISTRATOR HAS REQUESTED THAT YOU EXIT ALL RFMS MODULES.

THANE YU,

Open Files is a listing of the files currently being used in the system. The refresh rate is how often the
listing of open files list is updated with changes. Set the refresh rate using the up and down arrows or
typing in a number.

LOCK RFMS

Open Files |

. Refresh Every (010 5| Seconds
rfimsadmin._exe

Manually refresh the list using the Refresh button.

| Refresh |

To exit Lock RFMS click the Done button.

Manage Audit System

Audits

File>Manage Audit System

£ d Notes:
G- The Users/Groups and Roles do not have to be activated to use the Audit Tracker.

This section allows selecting tables from the SQL Server database for viewing in the RFMS Audit
Viewer (located in RFMS Navigator>Accounting>Ultilities>Audit Viewer). This function will allow
creating an audit trail of chosen actions performed in RFMS. This is the area where audit triggers are
set, so that records will be created indicating who changed data in certain fields, and/or added or
deleted records from certain tables.

While this tool is helpful in seeing who is making changes in the software, RFMS reports should be

used for monitoring values in RFMS. If a concerning trend is spotted in the reports, audit manager
allows setting a trigger and then searching for specific record to find the user who made the change.
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This function reads every field from every table in the database so it may take a while to load
depending on the database size. There is an informational message about this.

]
. Thiz program iz about to gather information about the databaze.
» / Thig could take a few minutes to finish.
Continue?

Yes | Ho |

The column on the left side of the screen is the list of RFMS SQL Database tables.

/A Manage Audit Triggers o |[=] =]
EXIT
Apply
Find Table |

Table Inzert | Delete | Timeztamp Fecord | Change | Column
ESetup KEYFIELD 1 = Adj_ &t
E stimate = Adj Date
EstLine Inevent_Num 4 Dese
EstQrder AP_Invoice_Mum
Ethnicity KEYFIELD 2 ColorDesc
ExtraCornm DOL
ExtraCommRale ItemS eqHum hd Grosshat
Fiber Invent_Mum
Fibiertd anf KEYFIELD 3 Invent_Rcwd Date
FreightCost ’—Ll ItemSeqtum
Gatewayl mportyars QldUnitCost

iab undleD etail Fr_Code

'ﬁw el Sultee, S ‘J"..-‘Ar st dsnncisndd  _ aptvanm.

ICvMerchant * ’ : i N ’
ihCalorD esc
IMerge
Import]Config
Inztaller

Skl

IR KT e I 2T

Figure Sample Trigger Setting to Audit Inventory Adjustments

To monitor a specific table, do the following:

1.

High light the appropriate table. A listing of commonly tracked tables is included in this document.
There can be multiple tables which have information about an RFMS process, so look at all options
before choosing a table.

Tag the columns next to the table name to track either inserts or deletes. A timestamp record can
also be added. The timestamp is useful for data warehousing but is not included in the audit viewer.
e A selection does not have to be made here if changes are going to be tracked instead. Also
a selection does not have to be made to track changes if inserting or deleting is being
tracked. (Inventory adjustments are special and will be discussed in another section.)

Using the drop down lists, select the Key Field1 to display in the Audit Viewer. Key Field 1is a
search option in the Audit view. So make this a unique field such as Order Number or Inventory
Number. These key fields will be different depending on which table is chosen. If tracking changes,
an identifying key field should still be chosen.

Additional Key fields are optional. One example of a use of a second key field is Item sequence
number. An item inventory number could refer to more than one record; the sequence number
allows specifying which record.
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5. Select the Changes to track by high lighting and then tagging. The values in the column are
different depending on the table chosen. If any changes occur to the value selected in this column,
all these changes will display in the Audit Viewer.

» Be selective on what is tracked as this table could become large very quickly.

6. Anytime any change is made to selected areas of RFMS, a line will display in the Audit Viewer.

% Audit Viewer (===
- # 2 S

Date Order |

T able Mame

F.eyField

K.eyField2 | KeyField3 | Field Mame Old ¥ alue Mew Yalue Usertame
1] |MSERTED KIM-DESKTOP:kim 1142312 10:07 &M
IMSERTED KIM-DESKTOP:kim| 11423412

H5T040400001

Figure Sample Audit View

Commonly tracked Tables

Table Description Suggested Key Field(s)
ActsPay Accounts Payable/Enter/Paid or Void Inv_Num
Header Order Entry Header Inv_Num
CustLine Customer Order Line Inv_Num
WolLine Work Order Area Inv_Num
Customer Customer
Jobcost Job costing
CK Checking Accounts
InvAdj Inventory Adjustments Adj_Date
*deletes are not tracked as inventory Invent_Num
adjustments are not actually deleted. Changes in Unit_Cost
Receipts Posting Payments/Discounts and Inv_Num
Finance Charges
ItemInventory Fixes to Item Inventory ltem_Num /System Ref Num
Rolllnventory Fixes to Roll Inventory Roll_Num
Xjobheader Schedule Pro Jobs Inv_Num
Journal
Commonly Tracked Fields(Values) within Tables
Inv_Num Invoice Number
Line_Num Line Number
Inv_Tot Invoice Total
SegNum Sequence Number (Internal number kept by RFMS Program)

SystemRefNum | System Reference Number (Internal number kept by RFMS Program)

ﬁé] Notes:

Notes cannot be tracked via audit manager.
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Inventory Adjustments

As of version 11.0 (Summer 2011), inventory adjustments are no longer deleted they are just removed

from view in the inventory adjustment browse list. A field called logicaldelete was added.

(Inventory>File>Adjustments). To track attempted “deleted adjustments” set the Table to InvAdj and

track changes on LogicalDelete.

I Manage Audit Triggers

EXIT

Apply

Find Table |irvad

Table Ingert | Delete | Timestamp Record
KEYFIELD 1

[Invert_Murm x|
KEYFIELD 2
Choosefields [ItemSeqMum B
relevant to the
h—e: KEYFIELD 3
situation _
|&djustment|D =]

o =]

Change

Columnn

Adi_Amt
Adi Date
Adp Desc

AP _Invoice_Mum
ColorDese

oL

Grosstdat
Irvent_Mur
Irvent_Rovd Date
IternSeqtum
OldUnitCost
Fi_Code

SeqMurn
Store_Loc
Styleltem
Supplier
Unit_Cost

| naicallelate

Audit Viewer
RFMS Navigator>Accounting>Utilities>Audit Viewer

A Audit Viewer

- B =]

Date Order |

TsbleMame[sLL v BeginDate IW EI Eield Mame lm

Key Fisld! [7074%

End DalEI 12/31/78 3: EI UserMame [al L vI

o]
INSERTED

Figure: Audit Viewer Screen
The following information shown

=  Table Name
= KeyFields1,2 and 3
= Type of Change (Field Name)

= Old Value and New Value from the selected Column Changes
= Origin of Change (i.e. Machine Name/User Name).

= Date of Change

= Time of Change
Filter
Narrow the Audit Viewer Browse list by:

Table Name: use the down arrow to select from the tables chosen to audit.

Begin and End Date:

Field Name: the options are from the values chosen to audit.

Inserted and Deleted if chosen that for any tables, and values for which monitoring changes.
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User Name: the options
Key Fieldl: perform a fuzzy search by putting %before and after the text.

Use the reset button

4]

to return the view to all audit records.

| Report
Click the Printer Button to get a report of the filtered information.

04/08/10 Page No:

12:19PM AUDIT REPORT

Table Key Field(s) Column Old Value New Value User Date  Time

HEADER CG101358 Salesmani HOUSE STEWVE WHEAT KIMBERLY-DELL:kim 04/08/10  12:01PM
HOUSE

HEADER CG101358 Salesman2 FRED LOVE KIMBERLY-DELL:kim 04708410 1Z:01PM
HOUSE

HEADER CG101358 Salestman? STEVE WHEAT SUSAN KIMBERLv-DELL:kirn 04/0810  1201PM
STEVE WHEAT
FRED LOVE

HEADER CG101727 Salesmani FRED LOVE SUSAN KIMBERLY-DELL:kim 04/08/10  12:07PM

Figure: Sample Report
Here is an example of how this feature works:

1. Let’'s say someone is changing specific fields on Accounts Payable records. To track down who that
person is, select the ActsPay table from the Table section of the screen below.

2. For Keyfields 1 and 2, choose sort values. In this example let’s sort by Supplier and Invoice
Number (any fields may be selected when setting up audit trails, these fields are user definable).

3. Next, choose the values to track. For this example, let’s track changes to Supplier and Invoice
Name. Tag both values.

4. Once done making selections, click the Apply button. Wait for the ‘Operation Complete’ dialog
box to display before moving forward.

/A RFMS Enterprise Manager - [Manage Audit Triggers] @Wl
A File Edit window Help -8 x
4
- g
Apply 1
3
Find Table l 2 l
Table Insert Da* Chfinge | Calumn
Aeculut KEYFIELD 1 Seqhlum
BctiPay | Fuppler - oo
ALEMPTY Ire_Date
ALEMTPY KEYFIELD 2 Supplier
APCheckCarfig Due_Date
APDetail Iri_MNum hd Disc_Rate
APFlag Discountable
APTOING KEYFIELD 3 Ine_Tat
Area ,—Ll Nor_Disc
Backing Date_Paid
Back=Ref Chk_Mum
Bartode LA Statis
EBarPrint Chk_Act
Baseline Trans_Date
BatchPrint Source
BGAPPROVED
BGBZOME
EillS hip
BTREBackxRef
BTRCalars
BTRProdCost
BTRProducts

5. Exit RFMS Enterprise Manager.
6. After any changes are made to Supplier and/or Invoice Name, these changes will be recognized
and posted in Accounting, Utilities, and Audit Viewer.
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7. Below is a screenshot that shows the tracking results. Choose values from the Table Name and
Field Name drop down selections for a user specific sort. Notice in the example, ActsPay and

Supplier are selected.

8. Also notice that Amanda on Amanda-dell (User Name column) made a change to the Supplier
Name on Invoice 88655 (Key Field 2). She changed A Carpet Company (Old Value) to Mary

Smith (New Value).

A Aduit Viewer
D ate Order |
Table Mame [ACTSRAY »] BegnDate | 01/01/80 5 ﬂ Field Marne [Supplier - Ky Field1 |
EndDate | 12731775 =] Fa
Table Name F.evField] F.evField2 K.evField3 | Field Hame 0ld Yalue New Value Uze ame Date
ALTSRAY A CARPET COMPANY | BEESS Supplier ALARPET COMPANY | MARY SMITH AMANDA-DELL :amanda| 4/11;

Purging Audit Tracker Data

RFMS Navigator>Accounting>Utilities>Maintenance>Purge Audit Data

Data before the date entered will be purged.

Purge Audit Data

Furge Date

Users/Groups and Roles

File>Users/Groups and Roles

i RFMS Enterprise Manage
b Fle Edit ‘window Help Ze

II Usersjaroups and Rales

Lock RFMS System

Manage Audit System
Print Setup...

Exit

Before Getting Started

If a practice company is available, it is recommended setting up Enterprise Manager in that system first
and then copying the set up to the working company. This will allow configuring and testing the settings

prior to setting up the production system. Copy the RFMSEnterprise.exe file into the Practice RFMS

Folder and launch.

%1_ Hotes:

domain as the working copy.

Version 17.0
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Before proceeding with the Users/Groups and Roles make sure the Password Path System (if
present) has been printed to use as a guide for setting up the Users and Roles through the Enterprise
Manager. Password paths are how security is currently maintained in RFMS.

First go to, File>Users/Groups/Roles, this causes the Setup option to be available on the menu bar.
The go to Setup>Print Path Levels.

This prints a listing of all current RFMS passwords and path levels (i.e. Level One Password, Level Two
Password, etc) to assist with setting up Users/Groups/Roles. This report will actually list current
passwords twice, first sorted by the module and then sorted by the level.

‘ﬂ RFMS Enterprise Manager
File Edit “Window Help Setup

/A User/Group/Role | Print Path Levels |
P Clear all on Level One Password Paths

EXIT
Tl Print Path Roles

COMPANY
Page No: 1 PASSWORD PATHS
04/08/10 Sorted By Module
01:29PM
D Level Required
Module AP (Accounting)
Procedure APMAIN
&G/L UTILITIES 1
&MAINTENANCE 1
&SALES UTILITIES 1

é Notes: ]

& """ Be sure Clear All Non Level One Password Paths is not selected under any
circumstance before everything is set up properly within the Enterprise Manager application. This will
clear current paths and allow all users access to any portion of the RFMS system.

Once Role Descriptions are created and associated with RFMS functions, print this list from
File>User/Group/Role Management>Set Up>Print Path Roles.

Pacge MNo: 1 FASSWORD FATHS
04708410 Sorted By Module

01:39Ph

In} Eole Beguired

todule AP (Accounting)
Procedure aAPhAalN

&GIL UTILITIES RFkS ADRIN

EhAAINTEMANCE RFERAS A0MIN

&5ALES UTILITIES RFMS ADMIN
Procedure UPDATESUPFLIERS

0K RFMS ADRIN
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Add Users

File>User/Group/Role Management>

Each RFMS user will need to be added.

There are 2 ways to add a user to the RFMS Enterprise Manager module.
| Pull From Active Directory:

Select user information from information stored on the domain controller under Computer

Management, Users or in Active Directory. If using an Active Directory, then it will be pulled from the
Active Directory list. (The Active Directory list will be similar to the screen shown below.)
= Computer Management

.‘E! File  Action Miew  \Window  Help
& = @ =
‘g Camputer Management {Local) lame
- ﬁﬁ System Tools [ Jusers
+ [Efi Event Yiewer T lcrouns
+--g] Shared Folders
- #7 Local Users and Groups
l:] Users
l:] Graups

+ @ Performance Logs and Alerks
% Device Manager

e @ Storage
+ Removable Storage
Disk. Defragmenter
Disk. Management
+ @ Services and Applications

1. To access this list, click the Select icon.

A User/G roup/Role Management

ExIT

[*] ®8 o =

User Full Mam|

2. Select the users to pull into RFMS Enterprise Manager and click the Tag button. Once all have
been selected, click the Select button.
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- i’

Find User ||

User Mame Full Mames Descriptian
armancla.
Drawvicl Davic Srnith
Guest
officel officel
sales] sales]
sales? sales?
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| Method 2:

1. Add the user information on the fly by clicking the Insert icon from the User/Group/Role screen. If
this method is chosen, go back at a later time and add this user to the network. Be sure that the
spelling of both the user added to the RFMS Enterprise Manager and the one added to the network
are the same.

pment i
- 7 ¥
User: l
] &
[Fulba<] [Pales | olfFing: |
| Salesman |
@ [caroLvn
]
FRED LOVE
GORDON
U = HOUSE
ser [beobum / JEFF THOMPSON
JOHM CHRISTLAR
RFMS Mame | {..}l RN o
Viewing Pights Eg:ﬁéﬂw LEE
+ Wigw All Orders MARE
& Limit Orders To Sales Rap :j:KE =
" Inital Limit 1o Sales Rep. But Allow Ovaride MARMCY SMITH
MADM
| L 2

Viewing Right Options
1. View All Orders allows the particular user being set up to have rights to view all
orders in Order Entry.

2. Limit Orders to Sales Rep simply means that a Sales Representative can only
see his or her orders if this option is selected.

3. Initial Limit to Sales Rep but Allows Override will allow limiting the Sales
Representative to only their orders, but they can override this feature in Order
Entry. When salesperson that is set up this way, enters Order Entry, only their
orders will display. By clicking the Find button, they will have the option to F8 and
select any other salesperson or they can clear the salesperson field altogether,
which will display all orders.

Adding Groups
In addition to adding users, groups may also be added. Groups are designed to cut down on data
entry time. For example, 5 users will have access to the Accounting screen.

e Create a Role Description called Accounting.

e Next, create an Accounting Group and associate all 5 users with the group.

o Now associate the Role Description Accounting with the Group Accounting.
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=" User/Group/Role Management

EXIT

Lser

Foles
Accounting

¥ 8 ¥ b =

User
Accounting

“ " Administrator ’

Sam

ez v m]n] < | -

Membership |

Idjddj 4 | 7| P

Users In Group

zer 2

User 3 ¥ Use Wind:

zer 4

[WELT i
Main

This feature allows quickly associating users so additional time is not needed associating each
individual user to the Purchase Order role.

éﬂ Notes:

- One suggestion to make set up easier is to set give group names a prefix such as 01-
or A-, then also give roles for that same function. For example group names might be A-Managers, B-
Sales.

To create a group, do the following:

1. Under the User section, click the Insert icon. Add the User name (Group Name) and select the
Group option.

B !

[User [ Fullha =]
4 Record Will Be Added
=
RFMS Name | (. | ¢

“iewing Rights
& e All Crders

 Limit Orders To Sales Rep

" Inital Limitto Sales Rep. But Allow Override

v O I XK Cancel

2. Once done, select the first of the users that to associate with the Purchase Order Group. Let's say
Harvey, John, Joan and Will. First, select Harvey by single clicking his name.
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¥

|

User

Full Mami

amanda
Bart

| Harsey

ST
John
Lais
Mary
Pat
Fayrall
(50 Purchase Order
Sales
Tim
Tracy
Ll

CIRC RN

|

i

I Membership

3. Next, click the Membership button. The following screen will display. Elect the User Group name
and click the left arrow button. When done, click the Done button. This will associate the User

“Harvey” with the Group “Purchase Order”.

Manage Groups

Harvey

Member Of

| Lser

Iﬂrchase Crder

DONE

Version 17.0
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£\ User/Group/Role Management
Y S| £S|

User Full MNami
amanda
Bart

| Harvey |
Joan
John
Lois
hary
Pat
Payroll .

(5 Purchase Order Harvey IS NOw a
Seles member of the PO
Tracy roup.

il g p
4| 4] 2] e M 4 /
|Membershlp/
=] — L
Purchase Order I

4. Continue this process, adding John, Joan and Will to the Purchase Order Group.

Adding Role Descriptions

Decide how Role Descriptions will be set in the RFMS Enterprise System. Descriptions may be very
detailed or very general. Think of roles descriptions as passwords that will be set on specific functions
the way passwords were set on functions in the RFMS Password system. A major difference is that
Role Descriptions are not hierarchical as password levels were, meaning a user can be assigned a
specific role without affecting what others can or cannot do.

Creating Role Descriptions consists of setting up duties or tasks to be done in RFMS and associating
those with a user(s). Think of this process as “not who to keep out, but who to allow into” RFMS and
“‘what they are allowed to do” once in the system.

A role description of RFMS ADMIN is automatically added by the system and is assigned to any Level
One Password already set. The role descriptions must be added by the RFMS Admin

One example, if an Order Entry Role for Parameters that will be limited to Managers and an Order
Entry Role for everything else in Order Entry which will be given to the Sales Force is desired, to set up
Roles similar to below:

Fole Desc |
W-Order Entry Pararmeters
B-Order Entry
FFMS ADMIN
Job cost |

In addition, role description for individual features or buttons in RFMS can be set. For example, notice
that in the screenshot above, there is a role for Job Cost. Assign only one person to that, allowing no
one else access.
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Associate Role Descriptions with Users or Groups

Next assign the role descriptions to either a group or a specific user.

Select the appropriate User or Group by single clicking.

A User/Group/Role Management

Enr

¥ 8

)

3|

User

Full Narm]

amanda
Bart
Harvey
Joan
John

Lais

TAary
Pat
Payrall
Sales
Tim
Tracy
il

1. Select the appropriate duty or duties in the Role Description section of the screen and click the left
arrow button to associate the User and the Role. See the following:

/A User/Group/Role Management

e
|

¥ 8

i)

8

User:

User

Full Narn]

Roles

amands
Bart
Harvey
Joan
John
Lois
Mary

Fayrall
Sales
Tirn
Tracy
Wil

RSN N

Al

Membership

Member Of

IR N
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I Use Windows Authentication

Maintain Controls

kil ) B3]

Role Desc

Bicl Pro

Claims
[Custamer Orders
EC

HR Parametars

Inwentary:

Inwentary Parameters
Item Inventary

lterm Products

[Joh Cost

Orcler Entry

Orcler Entry Parameters
Payroll

Products

Purchase Orders
Quotes

IFFMS ADMIN

Pl Irwentory

Foll Products
Schedule Pra
[Serice

RN RN AR 4
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A User/Group/Role Management

=]

e
|
User: [
Y oA i i i) E3]
User Full Mam| | [Poles | Role Desc
amanda HF Parameters £ Bid Fro
Ban Payroll (Claims
Charlie Charlie Jo > (Customer Orders
Harvey EC
Joan Inventory
John Inventary Parameters
Lais ltem Inventory
Mary ltem Praducts
Pat Wobcost
Payroll Order Entry
Sales (Order Entry Parameters
Shelly Shelly We Products
Tirm Purchase Orders
Tracy \I Quotes
Wil 1 RFME ADMIN
Lois can access Pl ity
Foll Products
CRTRTEIDICC TR 2 HR Parameters Scredule Pro
[Senvice
Membarship and Payroll
Member Of | tH
" Use Windows Authentication
Maintain Controls Liafaal <[ 2o [olmi] 4l | o
a2 [min] 4 |

2. Continue this process until all Users are associated with Role Descriptions.

Notice in the Role Descriptions section of the screen, there is one role that comes standard upon the
installation of the Enterprise application; RFMS Admin. The RFMS Admin role is the most important
because any user who is set up to be RFMS Admin will be able to access the entire RFMS program,

no exceptions. It is like password level One.

o4

él e RFMS Admin is ONLY for those administering the Enterprise Manager program. Giving

someone RFMS Admin privileges or adding them to the administrator group in Active Directory or

Computer Management will give them full access to the RFMS system.

£ i)

LA

Fole Desc

FFRAS ADMIN
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Assign User to Group

File>Assign User to Group

£ Assign User to Parameter Group

I [=1 3

Groups: Users in Selected Group:
Group | [ Users
Current User List:
Uszer Group Mame

oo
addie o) o
Administrator o) o
amanda o) o
andrew o) o
ben o) o
brenda o) o
carolyn af o
cut oo
daryl af o
Draml Lee ol n
darylm af o
dave oo
dwheat ol o =

) g |

] - Bemove
Users

|« . Add
& Users to
b Group
Remove
& Fram
Group

Report

A report can now be printed showing all the roles associated with a user.

Enterprise Manager>File>Users/Groups and Roles>Click the Printer Button

EXIT

¥ o a u B

4 User/Group;/Role Management

User: I

Lser

andrew

I Full Al

Administratar | & User Roles Report

| Bnlas

beoburn
hen
brenda
daryl

Daryl Lee

daryhvm

dawve
dwheat

E T

==

FFRS A

gordaon
Helen Anderson
hgreen

jacoh

jeft

jo=y

john

I(I«I(I?I)I»I)II <| I

Membership
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Clear All Non Level One Password Paths

At this point clear the old system of passwords. Anything previously set to level one, will now have the
role of administrator associated with its role description.

Use Windows Authentication

Select the Windows Authentication button ONLY when User/Group/Role information is completely
set up, especially in the working copy of RFMS. Windows Authentication implements the
associations created and deactivates RFMS Passwords.

A User/Group/Role Management _ (O] x|
EAIT
User. I
¥ 6 Q9 D0 | @ N a)
User [ FullMa =] Foles P [ Role Desc |
ddlee - BicFro
janna >
john
jonathan
keilum
kerwin
ki
kristie _I
nancy
potis
scamphbell
Stephen
Stephent/iil
Stepheny/Mz
Stephent/h3
steve
2] v el 1 QA
Membership |
tember Of | [l alzlvimln] | i
¥ Use Windows Authentication;
Maintain Controls | STl ]
a2 ] < | COPY ROLE SETUP TO ANOTHER DATABASE |

Figure: User/Group/Role Management Screen

Associating Role Descriptions with RFMS Functions

This must be done by a person who is assigned the RFMS Admin role and Use Windows
Authentication must be checked in Enterprise Manager.

Open the RFMS Navigator. For this example, we are going to associate role descriptions to functions
for Order Entry and Jobcosting.

Do this association in the same fashion as previously setting passwords. From the Navigator, press the
Ctrl-Alt-F6 button on the keyboard. Notice that the words “Set Password Mode” now appear at the top
of the navigator screen.
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| [¥' Set Password Mode uw
RFMS Navigator

A FLOORING STORE

‘ Order Entry @ Products @ E-Commerce

—mn Sales Floor o ; :

ijo| R iatEi & Accounting @ Bid Pro

@ Inventory Sales Reports @ Schedule Pro
© weasure et

¥ Show Background Image
amanda-dell - local

For this example we are going to associate a role we created in RFMS Enterprise Manager with a
function in RFMS. To do so, click the Order Entry button. The following screen will display. If
Enterprise Manager has not been turned on, the password levels will be displayed instead.

A SYSTEMWIDE, SYSTEMWIDE,, &Order Entry &
'

Jobcost
 Drder Entry
Order Entry Parameters

Fayroll

Products

Purchase Orders

Guotes

RFHS ADMIN

Roll lreeentory

Fioll Products =
Schedule Pro

Service

I i

Role "1]

Mo Password Level Set

Femoyve Fole from zelected option |

Figure: Enterprise Manager On

4 SYSTEMWIDE, 5YSTEMWIDE, &0rder Entry

_ AR NEa)

i

Figure: Enterprise Manager not on
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Next, select the role that corresponds with the Order Entry function. In this case, select Order Entry by
highlighting the line. Then, click the Select button at the top of the screen.
A SYSTEMWIDE, SYSTEMWIDE, &Order Entry X

EXIT
R

[ Rale ||1]

bt

Order Entry |

Fayroll

Products
Purchase Orders
Guotes

RFrS ADbIN
Fall Inventary
Roll Products
Schedule Pro
Service

| 2l

m)

Mo Password Level Set

Femove Role from selected option |

Any user with the role called Order Entry will now be able to access the Order Entry module.

Next, associate a role for Jobcosting with the actual function in Order Entry. We will pick up where we
left off from above. Since we are still in password mode, we must press the Ctrl-Alt-F6 button again to
get out of that mode.

<"RFMS Main Navigator - - A FLOORING STORE || mEX]

RFMS Navigator

A FLOORING STORE

‘ Order Entry % Products @ E-Commerce
——m Sales Floor 5 : s

B0 o gictant @77 Accounting @ Bid Pro

@ Inventory Sales Reports % Schedule Pro
Navigator Version: 10.1.0.116 9 Measu re Exi t
Display Versions = A =

¥ Show Background Image
amanda-dell - local

Notice that the “Set Password Mode” text is no longer visible at the top of the screen.

Click the Order Entry button to access the Order Entry Module.
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Now, press the Ctrl-Alt-F6 button again and click the Jobcosting icon. The following screen will
display.

/A SYSTEMWIDE, SYSTEMWIDE , &Order Entry

E&IT
Y

Fole A
Jobcost ]
Order Entry

Order Entry Parameters

FPaproll

Praoducts

Purchase Orders

[uates

RFrS ADMIM

Raoll Inventory

Raoll Products

Schedule Pro

Service

T e

Mo Password Level Set

Select the Jobcost role by highlighting the line. Once having done so click the Select button.
A SYSTEMWIDE, SYSTEMWIDE, &Order Entry

EXIT
-

Bole [

Joboost I
= gpe

Order Entry Parameters

Payrall

Products

Purchase Orders

(uates

RFrS A0bdIM

Frall lrwentary

Roll Products

Schedule Pro

Service

[l e

Mo Password Level Set

Press the Ctrl-Alt-F6 button again to get out of the Password mode.
Continue this process to associate all roles with RFMS Functions which are on a main menu or have
buttons.

Maintain Controls
This is an alternate way to set role descriptions without having to go to each option.

1. Click on the down arrow and scroll down to search for the appropriate table.
(See table descriptions below)

2. Find the path in the ID list and Tag it.
(See ID descriptions below)
Note the “&” denotes where the hot key is in the command.
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3. Highlight the desired role description.
4. Click on set Tagged To: (The Role Description)

Control Roles

EXIT +
- +fHualexn=nls
1
SET TAGGED TO: RFMS ADMIN 4 | REMOVE ROLES FROM TAGGED PATHS | |BCOE =l
Application Procedure Narme 1D Fale =]
booe BCOEMain Customer &T elephone :I
booe BCOEMain Customer Thype
booe BCOEMain Cutting &T able
bcoe BCOEMain Default Discount &Level
booe BCOEMain Ed&xit Order Entry
boe BCOEMain lfrvoices
booe BCOEMain Intefgrate lnventory
booe BCOEMain Line &Group
bcoe BCOEMain I ail
bcoe BCOEMain MNEHMS
bcoe BCOEMain Oréder Sheet
_______ bcoe BCOEMain Order Type
i booe BLLIE b ain Fararmeters - Phublic
bcoe BCOEMain Parameters - Pritvate
4 I I 13 I vI
Role Desc
other role
BidPra

AP All Accounting

BCOE Order Entry

Bidpro BidPro

CMM Client Management Module
Comments Notes

DD Direct Deposit

HR Human Resources

PO8 Inventory

Products Products

Prolnfo Prosource

NHMS New Home Management System
Recur_AR Recurring AR

RFMSEC8 E-Commerce

RFMSPayw Payroll Functions
RMANAGER Sales Reports

Scheduler Schedule Pro

SFA Sales Floor Assistant
System wide Navigator
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Test Users and Groups

Once the role descriptions for a certain group or user are set, either log out as administrator and log in
as that user or group or have another person log in using that information and test to make sure that
user or group has the access and restrictions as expected.

Copy set up from Practice to Working Copy

There is a button under Users/Groups and Roles to allow copying the data from the practice copy to the
working copy.

| COPY ROLE SETUP TO ANOTHER DATABASE |

Before copying, make sure everyone is out of RFMS and make a backup of both databases. Copying
the roles over during a weekend or after business hours is one suggestion.

Launch the RFMSEnterprise.exe Program from the Folder to copy from (source) (Practice) and select
the Copy function and then follow prompts. When asked for the DB to copy to (destination) (Working)
input the exact name as it is in SQL Management Studio and hit ok. Both databases should be located
on the domain, if they are not currently, restore the practice database to the same location as the
working database.

Destination D atabasze [Must be Located On clientda

Database ||

¥ 0K X Cancel

Print Setup

File>Print Setup

This selection allows selecting a printer for printing reports. The selection will remain until changed.
Click on the down arrow to change the current print device. The properties of the selected printer may
also be changed.
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